Software Defined Radio
for Infosec People 101
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@ggee - Hacker. Entrepreneur. Autodidact.

* Hacker

* 60 Minutes — Cyber War — 2000

e Portable Linux Auditing CD (PLAC) — 2001

* Doppelganger Domains — 2011

* CNN, Wired, The Osgood File, Bloomberg BusinessWeek, BBC

* Entrepreneur

e Godai Group LLC

* Hacker Warehouse

* Infosec Events

e Autodidact



Background — Radio Frequency

* Any electromagnetic wave frequencies that lie in the range extending
from around 3 kHz to 300 GHz

e Common Examples
* AM / FM broadcast radio
* Cell phones
Global Positioning System
* Pagers
* Television
e Wi-Fi
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Background — Software Defined Radio

e Radio front end
* No dedicated IC backend for decoding radio signal
* Digitize signal and pass it to host system

* Mixers, filters, amplifiers, modulators/demodulators, etc. are all in
software

* If you can tune it, you can be that type of radio (in theory)



SDR for Infosec?

* One device can talk to nearly infinite protocols
* Investigate protocols for which there are no public specs or chips

* |Investigate protocols for which debugging equipment is SSS, requires
you to be a large company, requires NDA, etc.



Hardware

e Lots of SDR devices out there

* Frequency Range

* Bandwidth

* Receive Only / Half Duplex / Full Duplex
* Price



Hardware — RTL-SDR

 aka Digital Video Broadcasting — Terrestrial (DVB-T)
e Realtek RTL2832U/R820T Tuner Receiver

* Frequency Range: 24 MHz to 1.8 GHz

* Bandwidth: 2-3 MHz
* Receive only

e ~$10-520




Hardware — HackRF One

* Frequency Range: 1 MHz to 6 GHz
* Bandwidth: 20 MHz

* Transmit or receive. Half-duplex

* ~S330




Hardware — BladeRF x40

* Frequency Range: 300 MHz to 3.8 GHz
* Bandwidth: 28 MHz

* Transmit and receive. Full-duplex
e ~ S440




Hardware — USRP

* Several product lines. Bus, Network, X

* Network and X lines have modular RF Daughterboard design
* UBX board: 10 MHz to 6 GHz, 160 Mhz bandwidth, full-duplex

« ~ $2000-55000




oftware — Visualization - GQRX / SDR
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Software — GNU Radio

Options

ID: top_block
Title: ATSC GNU Radio Process

Variable Author: SD0808

ID: samp_rate Description: GNU Radio flow graph for ATS...

Value: 6 G Opti WX GUI
Frequency Xlating FIR Filter

File Source out in | Short To Float |out Interpolating FIR Filter Decimation: 1

File: out in | Stream to Streams Float To Complex Interpolation: 3 Taps: 127

Repeat: Yes out in | Short To Float |out| Taps: 127 Center Frequency: 5750000
Sample Rate: 19200000

7 = = Low Pass Filter
Heterodyned Root Raised Cosine Filter S
3 Decimation: 1
Gain: 1 .
out) Gain: 1
2 Sample Rate: 19200000 Sample Rate: 19200000
Complex To Float in | : out, F Phase Locked L out % out}
- ] :):T‘boiokla;; 5.38e+06 Hesahe Ao st bt Cutoff Freq: 5750000  |—1
] & Y "27'9 Transition Width: 120000
I::s' S Teruo Window: Hamming
b Beta: 6.76
m Single Pole IIR Filter
Alpha: le-05
out out] in lout]
Subtract [out ‘in | Bit Timing Loop Field Sync Checker LMS Equalizer
out in out in out
Field Sync Demultiplexor |out in | Viterbi Decoder |out in | De-interleaver |out in | Reed-Solomon Decoder |out in | De-randomizer |out

File Sink
File: output_file

5

De-pad




Software - Inspectrum
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Software - Python

* GNU Radio
* Matlibplot
* nUMpY
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Decoding Example - Planes

* ADS-B: Automatic Dependent Surveillance — Broadcast

* Aircraft gets position from satellite and broadcasts it for tracking
* No encryption or authentication

* Frequency: 1090 MHz / 978 MHz



Decoding Example — Planes —dump1090

Flight

EZY43PT
CFES9G
KLM65G 55.844
GMA104T
BEE1UB
UIR3B8Y 54.564

LOG47LU

BEE3FU
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EZY 44NH 55 .4838
TCX61EF 55.364
BEE767

EZEZBE
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LOG74HR

CSDRD 48868
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Decoding Example — Planes —

dumpl090

Click on a plane for info.
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[ Reset Map ]
AAL6G90 = == :00is: nssruw e752 [Fightaware] [FR24]
[FlightStats]
Country of registration: United States
Altitude: 37025 ft | 11278 m
Speed: 486 kt | 900 km/h
Track: 81° (East)
Position: 33.276°, -117.617°
Distance from Site: 25.4 NM | 47.1 km

Squawk: 2422
RSSI: -13.3 dBFS
Last seen: now

IcCaD Flight Sgquawk Altitude Speed Distance Track
abebdb7c !: SWA3162 4632 2675 v 153 7.3 213
alcéas = 4731 2975 a 144 10.0 192
as43ed 1052 2808 v 200 10.5 254
231533 1655 7450 A 205 12.5 159
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aalalé = 13325 v 309 21.4 293
a9802¢ 3753 4900 263 22.9 54
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Decoding Example - Ships

 AIS: Automatic Identification System
e Similar protocol to ADS-B
* Frequency: 162 MHz



Decoding Example — Ships — gr-ais / opencpn

OpenCPN 4.0.0 - o x

e gr-ais for
receiving data

* Opencpn to map

AlS Target Query

SF APPROACH LWB SF

MMS| Class
993692001 AtoN: Beacon, Safe Water
Flag

Real

Om x Om

Position

37.749930

-122.692762

Range

Create Waypoint| Record Track

0K




Decoding Example - Pagers

* POCSAG: Post Office Code Standardization Advisory Group

* Frequencies: 35.22 /35.58 /43.22 / 43.58 / 152.0075 (medical) /
152.2700 / 152.4800 / 157.4500 (medical) / 158.1000 / 158.7000 /
163.2500 (medical) / 454.0125 - 454.5000 / 462.7500 — 462.9250 /
465.0000 / 929.0125 -929.9875 /931.0125 —931.9875

* Ggrx | multimon-ng



acking (Active) Examples and Thoughts
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HOW STINGRAY
WORKS

A Stingray is a mobile device
that masquerades as a
cellphone tower. It's
mounted in a po

STINGRAY SYSTEM

Antennas on the police vehicle
determine the distance and direction

of the phone in relation to the Stingray
and other cell towers, telling police
where the phone is in real-time.

The intercepting device, known as
Stingray, with related antenna and
gear is sold under the names
Amberjack, KingFish, Harpoon and
RayFish.

Antenna

Stingray

access through sharing
agreements with federal, state
and regional task forces.



RADIO ATTACK LETS HACKERS
STEAL 24 DIFFERENT CAR
MODELS
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Other Interesting Systems

* Smart Meters

* Door Access Systems (ex. HID)
* Toll Tags (ex. FasTrak)

* Touch Payment Systems



Process for Decoding - 3 steps

* Determine Frequency
 Determine Modulation
* Determine Protocol / Structure



Restaurant Pagers from Long Range Systems




1 - Determine Frequency

e FCC database

 https://www.fcc.gov/general/fcc-id-search-page
* https://fcc.io/

1 results were found that match the search criteria:
Grantee Code: M74 Product Code: T7400

Displaying records 1 through 1 of 1.

View FormDisplay DisplayDisplay Applicant Address City State Country Zip Code FCC IDx Application Final Lower Upper
Exhibits Grant Corresp-HName Purpose Action Freguency Freguency
ondence Date InMHz  In MHz
fj Detail Wi @ Long Range Systems Inc4550 Excel Parkway £200AddsionTX  United States 75001 M74T74000riginal Equipment03,/24/2000467.75 467.75
. Summary ="

Perform Search Anain



2 - Determine Modulation

* Ggrx / inspectrum
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2 - Determine Modulation
* python

<matplotlib.image.AxesImage at Ox7ff896f484d0>

scope(digitized)
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2 - Determine Modulation

* python

<matplotlib.image.AxesImage at 0x7ff896f484d0o>
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3 - Determine Protocol / Structure

cs = decode file('ggqrx 28160314 pagerl 467765086 B0AE6 fc.raw')

° fCZd = pr‘eamble / header? [distillrfbase.hexsearch(c, 'fc2d') for c in cs]

[BitStream( @xfc2d09900100000000004478" ),

° — I ? BitStream('8xfc200900010000000000447, 0b108"),
09 = function: BitStream( ' 8xfc2d09000100000000004478 ),
e vibrate BitStream('@xfc2d0900010000000008447, 0b108"),
BitStream( ' 8xfc2d09000100000000004478 ),
e lich BitStream('0xfc2d0900010000000000447, 0b108"'),
1Ights BitStream('@xfc2d09000100000600084478" )]
e chime

scope file('ggrx 20160314 pagerl 467765000 88080 fc.raw')

 all
* 0001 = pagerid?
e 4478 = checksum?
* All those other bytes?

15

1a

05

0.0

o 100000 200000 00000 &D0000 500000



Conclusion

* SDR allows for cheaper barrier to entry when looking at RF

e Basic attacks work against some proprietary systems
* Don’t rely on obfuscation

e Attack scenarios from traditional pentesting carries over to wireless
* DoS
* Fuzzing
* Overflows
* etc

* Dedicated hardware is still very useful for RE as the equipment was
designed to work for that specific application
* SDR might be the cheaper and/or only solution if black box testing



Questions?



Thanks and hack away!

* g@rrettgee.com

* http://garrettgee.com/lethal/
 Slides
e Links
* Resources



