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@ggee - Hacker. Entrepreneur. Autodidact.

• Hacker
• 60 Minutes – Cyber War – 2000

• Portable Linux Auditing CD (PLAC) – 2001

• Doppelganger Domains – 2011
• CNN, Wired, The Osgood File, Bloomberg BusinessWeek, BBC

• Entrepreneur
• Godai Group LLC

• Hacker Warehouse

• Infosec Events

• Autodidact



Background – Radio Frequency

• Any electromagnetic wave frequencies that lie in the range extending 
from around 3 kHz to 300 GHz

• Common Examples
• AM / FM broadcast radio

• Cell phones

• Global Positioning System

• Pagers 

• Television

• Wi-Fi





Background – Software Defined Radio

• Radio front end

• No dedicated IC backend for decoding radio signal

• Digitize signal and pass it to host system

• Mixers, filters, amplifiers, modulators/demodulators, etc. are all in 
software

• If you can tune it, you can be that type of radio (in theory)



SDR for Infosec?

• One device can talk to nearly infinite protocols

• Investigate protocols for which there are no public specs or chips

• Investigate protocols for which debugging equipment is $$$, requires 
you to be a large company, requires NDA, etc. 



Hardware

• Lots of SDR devices out there

• Frequency Range

• Bandwidth

• Receive Only / Half Duplex / Full Duplex

• Price



Hardware – RTL-SDR

• aka Digital Video Broadcasting – Terrestrial (DVB-T)

• Realtek RTL2832U/R820T Tuner Receiver

• Frequency Range: 24 MHz to 1.8 GHz

• Bandwidth: 2-3 MHz

• Receive only

• ~ $10-$20



Hardware – HackRF One

• Frequency Range: 1 MHz to 6 GHz

• Bandwidth: 20 MHz

• Transmit or receive. Half-duplex

• ~ $330



Hardware – BladeRF x40

• Frequency Range: 300 MHz to 3.8 GHz

• Bandwidth: 28 MHz

• Transmit and receive. Full-duplex

• ~ $440



Hardware – USRP

• Several product lines. Bus, Network, X

• Network and X lines have modular RF Daughterboard design
• UBX board: 10 MHz to 6 GHz, 160 Mhz bandwidth, full-duplex

• ~ $2000-$5000



Software – Visualization - GQRX / SDR#



Software – GNU Radio



Software - Inspectrum



Software - Python

• GNU Radio

• Matlibplot

• numpy







Decoding Example - Planes

• ADS-B: Automatic Dependent Surveillance – Broadcast

• Aircraft gets position from satellite and broadcasts it for tracking

• No encryption or authentication

• Frequency: 1090 MHz / 978 MHz



Decoding Example – Planes – dump1090



Decoding Example – Planes – dump1090



Decoding Example - Ships

• AIS: Automatic Identification System

• Similar protocol to ADS-B

• Frequency: 162 MHz



Decoding Example – Ships – gr-ais / opencpn

• gr-ais for 
receiving data

• Opencpn to map



Decoding Example - Pagers

• POCSAG: Post Office Code Standardization Advisory Group

• Frequencies: 35.22 / 35.58 / 43.22 / 43.58 / 152.0075 (medical) / 
152.2700 / 152.4800 / 157.4500 (medical) / 158.1000 / 158.7000 / 
163.2500 (medical) / 454.0125 - 454.5000 / 462.7500 – 462.9250 / 
465.0000 / 929.0125 – 929.9875 / 931.0125 – 931.9875

• Gqrx | multimon-ng



Hacking (Active) Examples and Thoughts













Other Interesting Systems

• Smart Meters

• Door Access Systems (ex. HID)

• Toll Tags (ex. FasTrak)

• Touch Payment Systems



Process for Decoding - 3 steps

• Determine Frequency

• Determine Modulation

• Determine Protocol / Structure



Restaurant Pagers from Long Range Systems



1 - Determine Frequency

• FCC database
• https://www.fcc.gov/general/fcc-id-search-page

• https://fcc.io/



2 - Determine Modulation
• Gqrx / inspectrum



2 - Determine Modulation
• python



2 - Determine Modulation
• python



3 - Determine Protocol / Structure

• fc2d = preamble / header?

• 09 = function?
• vibrate

• lights

• chime

• all

• 0001 = pager id?

• 4478 = checksum?

• All those other bytes?



Conclusion
• SDR allows for cheaper barrier to entry when looking at RF

• Basic attacks work against some proprietary systems
• Don’t rely on obfuscation

• Attack scenarios from traditional pentesting carries over to wireless
• DoS

• Fuzzing

• Overflows

• etc

• Dedicated hardware is still very useful for RE as the equipment was 
designed to work for that specific application
• SDR might be the cheaper and/or only solution if black box testing



Questions?



Thanks and hack away!

• g@rrettgee.com

• http://garrettgee.com/lethal/
• Slides

• Links

• Resources


